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What is the Scam?
Fake websites that claim to offer Colorado Division of Motor Vehicles (DMV) services, but 
are “look-alike” webpages that charge unnecessary service fees or illegally gather personal 
information.

The Risk
•	 Theft: These fake sites are designed to steal your 

personal information.
•	 Unnecessary Fees: They will charge you money for things 

you could do for free on the real DMV website.

How to Protect Yourself
•	 Verify the Address: Always use the DMV’s direct, official 

website: DMV.Colorado.gov.
•	 Use the Official DMV Online Services: Conduct safe online transactions using the DMV’s 

official online portal, myDMV.Colorado.gov. 
•	 Look for Warnings: Be careful of advertised websites and look for warnings on the site that 

say it is not a government agency.

Learn more about scam/fraud alerts:
DMV.Colorado.gov/Fraud-AlertsScams

Report suspicious or confirmed fraudulent activity:
DMV.Colorado.gov/Request-Investigation

Scan the QR code to report suspicious or 
suspected fraudulent activity

Scan the QR code to learn more 
about scam/fraud alerts
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